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The intrusion detection technology is one of the core technologies for securing the 
computer networks. It analysis and finds the possible intrusion attacks by collecting a 
variety of network data. To enhance the ability to find attacks from huge amounts of 
data and improve the intelligence of intrusion detection, data mining technology is 
applied to the intrusion detection area. Then we can establish the intelligent intrusion 
detection model for the intelligent knowledge discovery. The intrusion detection based 
on data mining is an important technology, which has the ability to discover 
knowledge independently and can find the hidden model through the unsupervised 
learning process. 
There are some formidable obstacles in traditional outlier detection algorithm , for 
example, considering that is difficult to choose the algorithm's parameters，it will 
influence the stability of test results. When the algorithm need to add data sets, it is 
difficult to widen to be an incremental algorithm. 
This dissertation conducts a study on outlier detection algorithms mainly for the 
above issues.  
In this dissertation, the applicable scope and the disadvantages of the detection 
algorithms are pointed out by comparing the current outlier detection algorithms in 
detail, and the work is completed as follows on the basis of that: considering that 
outliers detection algorithms based distance have many input parameters, which are 
not easy to be determined, and the algorithms aren't enough sensitive to the 
parameters, the outlier detection algorithm based on distance sum was selected by 
dissertation. 
Considering that the classical Euclidean distance calculation method is easy to 
judge normal misinterpreted and isolated points by mistakes,  an improved outlier 
detection algorithm based on distance sum is designed, which effectively lengthens 
the distance of isolated points and the other sample points and shortens the distance of 
the normal point and the samples.  















comparing to the sample points after all sample points have been calculated , a storage 
structure that apply the combination of the direct insert sort algorithm and the quick 
sort algorithm is used, which saves the time of sorting all samples.  
For algorithms recalculate the distance of all the sample points and find all the  
outlier in the sample points in the face of adding new data sets, an improved 
incremental outlier detection algorithm is designed by using early pruning strategies. 
The experiments show that the incremental outlier detection algorithm improves the 
detection efficiency while ensuring the detection accuracy. 
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第一章  绪论 
1.1 研究背景 
随着计算机及网络系统中存储的重要信息越来越多，系统的安全问题也显得
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图 1-1 入侵检测模型 




































































































图 1-2 CRISP-DM 
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